Initiator (12)

Initiator (1)

Initiator (13)

]

’

Service Delivery Subsystem

I_T nexus A 1-~ AN

.
-

I_T nexus C

Target

Set of Data Encryption Parameters (one or more):
--- At least one; one for ALL I_T NEXUS or LOCAL

a) tho QC Q] initiatar devicre nort namae-* nthoarnaiceon tha

Set of Data Encryption Parameters (one or more):
--- Optionally one for each additional LOCAL

a) the SCSI initiator device port name; otherwise, the
SCSil initiator device port identifier;

b) SCSI target port through which the data encryption
parameters were established;

a&b)=1_T nexus

c) key scope;

d) encryption mode;

e) decryption mode;

f) key;

g) supplemental decryption keys;

h) algorithm index;

i) key instance counter;

j) CKOD;

k) CKORL;

I) CKORP;

m) U-KAD;

n) A-KAD;

o) M-KAD;
) nonce;
) raw decryption mode disable where supported; and
r) check external encryption mode where supported.

O T

Saved Information per I_T nexus:

Saved Information per I_T nexus:

Saved Information per I_T nexus:

a) data encryption scope;

b) lock;

c) key instance counter value at lock;

d) key instance counter value assigned to the last
key established by a Set Data Encryption page
for this I_T nexus with a scope value of LOCAL
and the SDK bit is set to zero; and

e) registered for encryption unit attentions state.
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N \ Service Delivery Subsystem
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s -~"777 | .TnexusC
I_T nexus A 1~- AN

Target

Set of Data Encryption Parameters (one or more):
--- assume only one supported by device server
a) the SCSI initiator device port name; otherwise, the Saved Information per I_T nexus:
SCSil initiator device port identifier;

b) SCSI target port through which the data encryption
parameters were established;

a&b)=1_T nexus (==NULL)

c) key scope==ALL |_T NEXUS b) lock==FALSE

:; gggyg::g: 283:::8:2?35 c) key instance counter value at lock==NULL

f) key=ZNULL d) key instance counter value assigned to the last n
g) supplemental decryption keys==NULL key established by a Set Data Encryption page

h) algorithm index==NULL for this I_T nexus with a scope value of LOCAL

i) key instance counter== and th'e SDK bit is set to_ zero=.=NULL' —
e) registered for encryption unit attentions

Saved Information per I_T nexus:

Saved Information per |_T nexus: t

a) data encryption scope==PUBLIC

JIE)%T(%?:;O:O state==FALSE
I) CKORP==0

m) U-KAD==NULL

n) A-KAD==NULL

0) M-KAD==NULL

) nonce==NULL

) raw decryption mode disable==

r) check external encryption mode==0

O T




Initiator (1)

Initiator (12)

Initiator (13)

K Service Delivery Subsystem

I_T nexus A

Target

Set of Data Encryption Parameters (one or more):
--- assume only one supported by device server

a) the SCSI initiator device port name; otherwise, the
SCSil initiator device port identifier;

b) SCSI target port through which the data encryption

c) key scop

parameters Wef&i&bﬂshed_
a&b)=I_T nexu
l_

d) encryption
e) decryntinn mn

f) key=7

F

n) eninnlamaontal dacruntinn kove==NII |l |

|) key netancal
j) CK

k) CK(

) CKd

m) U-KAD==RITI |
n) A-K|

0) M-KAD==NULL
) nonce==NULL
)

O T

raw decryption mode disable==FALSE
r) check external encryption mode==FALSE

Set Data Encryption page

a) SCOPE==LOCAL;

b) LOCK==TRUE;

c) CEEM==00b

d) RDMC==00b

e) SDK==FALSE

f) ENCRYPTION MODE==ENCRYPT

g) DECRYPTION MODE==DECRYPT

h) algorithm index==8001 0014h (AES-GCM w/16byte
MAC) or NULL if more than one supported
i) KEY FORMAT==00h

j) CKOD==TRUE

k) CKORL==TRUE

I) CKORP==TRUE

m) U-KAD==NULL

n) A-KAD==xyz

0) M-KAD==NULL

p) nonce==NULL

q) KEY==123456789ABCDEFh

st

Saved Information I_T nexus A:

a) dataencruntinn |
b) log
c) key instance counter val
d) key instance counter value assigned to the last
key established by a Set Data Encryption page

for this I_T nexus with-a ecana value nf | OCAL

and the SDK bit is s
e)reanistarad far ancryption unit attentions
st
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e - r- ,/"'//I_TnexusC
I_T nexus A Rt B N
\\\"
Ta rg et Saved Information |_T nexus C:

Set of Data Encryption Parameters (one or more):
--- assume only one supported by device server
a) the SCSI initiator device port name; otherwise, the
SCSil initiator device port identifier;

b) SCSI target port through which the data encryption
parameters wer i :
a&b)=1_T nex el l)
C) key scope=3 b
d) encryption mode==ENCRYPT
e) decryntinn made==NDECRYPT
f) key=7
g) supplemental decryption keys==NULL

h) algorithm index==8001 0014h (AES-GCM w/16byte
MAC) or NLLLL if mara than nne Supported

i) key instg
j) CKOD==TRUE
k) CKORL==TRUE
I) CKORP==TRUE
m) U-KAR==NL1 |
n) A-KAL
0) M-KAD==NULL

) nonce==NULL

) raw decryption mode disable==FALSE

r) check external encryption mode==FALSE

O T

Saved Information I_T nexus B:

a) data ancruntinn SCOPE

st

H
c) key instance counter

Set Data Encryption page
a) SCOPE==ALL |_T NEXUS;
b) LOCK==TRUE;
c) CEEM==00b
d) RDMC==00b
e) SDK==FALSE
f) ENCRYPTION MODE==ENCRYPT

g) DECRYPTION MODE==DECRYPT

h) algorithm index==8001 0014h (AES-GCM w/16byte
MAC) or NULL if more than one supported

i) KEY FORMAT==00h

j) CKOD==TRUE

k) CKORL==TRUE

I) CKORP==TRUE

m) U-KAD==NULL

n) A-KAD==123456789

0) M-KAD==NULL

p) nonce==NULL

q) KEY==A5A5A5A5A5A5h

ned to the last
yption page

e of LOCAL
LL

tntions

L

ck==

gned to the last
cryption page
ue of LOCAL

tentions
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